Single SignOn Using HATS & WebSphere Portal

Introduction:

This lab will demonstrate how to implement the Single SignOn Functionality on WebSphere Portal
Server with the help of HATS Web Express Logon Portal Plug-in and Portal Credential Mapper.

Remove Projects from Server

1. As projects are tested in the WebSpherev6.1 Server they are added to the list of Configured
projects in the server. When the server starts it will load every project in the list, causing the
server to take much longer than necessary to start the project you are testing. To speed up
loading of the server remove one or more project from the server.

Click the Servers tab in the lower window pane.

| Console | Gallery Thuml:nnails'Praperﬁes'Pranemsm e RO ’%. T EE = O

Server ] Host name ] Status ] State I

WebSphere v6.0 Server @ localhost localhost Started Synchronized

2. Right-click on WebSpherev6.0 Server @ localhost and then click Add and remove
projects...

P Add and remove projects. .. ‘

@ Add and Remove Projects [

Add and Remove Projects

Modify the projects that are configured on the server \%
-
Move projects to the right to configure them on the server
Available projects: Configured projects:
+|-- (5 Lab1EAR.

[ & |
I

<< Remove Al

| | Finish | Cancel |

3. On the Add and Remove Projects panel click the << Remove All button to remove all
Configured projects, and then click Finish




3. Select File > New > HATS Project
Build a new project

49 Host Access Transformation Services - Lab2 Settings - Rational Application Developer
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Exit:




4. On Create a Project — HATS Project panel, type SSOPortlet as Name: and
SSOPortlet_ EAR as Enterprise application project: select WebSphere Application Server

v6.1 as Target server: (From drop down). Click Next

Create a Project ﬂ
HATS Project —
A HATS project is a set of resources used to kransform host terminal applications, d
Mame: | s50Portlet
Descripkion: &
{optional) _I
=

Location: v Use default location

| DiasifEsoPartst

~ Deployment
Select a deplovment environment and configure options:

* wWeh

Target server; IWebSphere Application Server wé,1

Enterprise application project: I SSOPortlet_EAR

v aAdd administrative console support

" Rich client

Lef L]

Plug-in ID; | S5cPortiet
Blug-in wersion; | 1.0.0
Taraet glatform: IEcIipse Rich Client Platform 3.2 ;I

Press F1 For help on any Field in this or any other HATS wizard.
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Cancel




5. On Create a Project - SSOPortlet Connection Settings panel, type
zserveros.dfw.ibm.com for Host name: and 23 as Port: select 3270 as Type, 037 United States
as Code page: and 24 x 80 as Screen size (From drop down). Click Next

.i;‘i Create a Project - SSOPortlet

Connection Settings

Configure host connection settings for this new project. You can speciy advanced connection values later in the connection editar,

roerveras, dhiw, ihw_

037 Uniked States -|
24 % 80 -




6. On Create a Project — SSOPortlet Project Theme panel, accept the default values, No
change, Click Next

§i1 Create a Project - 550Portlet ]
Project Theme

& theme groups a set of common appearance and behavior characteristics For a project. These attributes can be individually modified k
later,

~ Appearance and behavior theme

i~ Maodern Web application

" Classic kerminal emulatar

" Cuskom

Sekkings: Descripkion:
O automatic Field advance Move the cursor ba the next input figld if the cursor is located at
O cCursor positioning on protected fields end of the current input field, IF auto-adwance is disabled, the c

[ Field extended attributes doesn't go to the next input Field unkil the user explicith mowves i
O Host keypad
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7. On Create a Project — SSOPortlet Default Template panel, select the Swirl.jsp and click
Finish

#% Create a Project - S50Portlet

Default Template

& templabe controls the basic lavout and style (such as color and Font) of the application, You can modify this template later or create one
based on your existing Web site,

Template Preview

Blank.jsp
ClassicTerminal jsp
CorparateBanner jsp
CaorparateBlackShaded. jsp
CorparateBlackTan. jsp
CarporateMonoBlue jsp
CorporateMonaTan. jsp Host screen transformation will be shown hen
CorparateTanshaded. jsp

EagleCarwon. jsp

EagleFloweringTree. jsp

EagleForestLake. jsp

Eagle'WTabs.jsp

FinancialareyRediones, jsp

InsuranceGreenizeometrics. jsp

InsuranceGreenshaded. jsp

SimpleBlack, jsp

SimpleWhite. jsp

SlickMonoGray, jsp

Sinrts.gsE

Transportation.jsp
TravelRandomDestination. jsp
TropicalFlight. jsp

5
q | 3

(2) < Back Mext = | Firish I Cancel




8. Right click on SSOPortlet project and select Generate Portlet Project as shown below
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9. On the Convert to Portlet wizard, accept all the settings as default and click Finish.

© comverttoporier i

FPortlet Project Generation Options

Press F1 faor help on any field in this wizard,

Hame: SSOPortletPartlet

Target server: I'-.-'-.-'el:uSphere Portal 6.0 stub

Lef L

Enterprise application projeck; I WRSE_EAR.
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v Conwvett transformations

¥ Corvert transformation Fragments
¥ Convert templates
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10. You will see that the new Portlet Project will be created in the HATS Project view with the
name “SSOPortletPortlet”. Now follow these steps:

Double click on the “main (default)” connection under the “Connection” Folder.

Click on the “Security” tab and enable the checkbox “Use Web Express Logon” and then

click on “Configure” button.

ET: HA&TS Projects &3 . Mavigator

S50Partlet Settings
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Project Settings

E Conpechions.
Eﬁ[ﬂ, main {default)

@ acreen Customizations
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ﬁ Macros

(9 Yeb Content

¥ Source

Security

Spedify this connection's security sethings,

I™ Enable 55L

& Import PECS12 keystore info project ‘menrt... ‘ ‘Eemwe ‘

% Use PKCS1Z kewstore at a specific path

Path ko keyskore file: |

Passiord: |

Configure. .,

|
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11 On the “Web Express Logon” wizard click on the “Network Security Plugin” tab at the
bottom. Select “WebSphere Portal Network Security” from the “Plugin type”.

NOTE: This Plugin appears in the “Add Network Security Plugin” window only for a Portlet
project.

S50Portlet Settings | @‘ *main.hco wieh Expriess

MNetwork Security Plugin

Select

Select the Mebwork Security plugin

Plugin bvpe: {noned L‘

{none)
Cuskam

Plugin class;

Plugin name;

Drescripkion:

Author: |

Initialization

The Following initialization parameters are configured For this Nebwork, Security plugin:

Select the parameter name to edit its value,

Marme | Value |

Ilb
it
o

Rermove

MNebwork Security Plugin] Credential Mapper Plugins | Source i




12 Now click on the “Credential Mapper Plugin” at the bottom, and click on the “Add” button.

S50Portlet Settings ‘ @, *main.hico

Credential Mapper Plugins

Credential Mapper Plugins

The following Credential Mapper plugins are configured For Web Express Logan:

|F\dd... ‘ REmmye ‘ ‘ BIe] ‘

Credential Mapper Selection

The fallowing describes which Credential Mapper requests wil be handled by this plugin:
Authentication bvpe:

AuthType_al
futhType_3270Host
AuthType 5250H0sE
AuthType WTHosk

Hast mask:

Details

Details of the selected Credential Mapper plugin:

Plugin class: |
Plugin name: |
Al
Description: J
.
futhor:

Initialization
The followineg initialization parameters are configured For this Credential Mapper plugin:

Select the parameter name ko edi its value,

hame | Yalue | fidd

Remaye

Metwork Security F'Iuginl Credential Mapper Plugins |Source |




13. On the “Add Credential Mapper Plugin” window, select “WebSphere Portal Credential
Vault Credential Mapper” and click OK button.
NOTE: This Plugin appears in the “Add Credential Mapper Plugin” window only for a Portlet

project.

SSOPortlet Settings | @, *main.hco

Credential Mapper Plugins

Credential Mappet Plugins

The Following Credential Mapper plugins are configured for Web Ex

| Add... | ‘ Femoye

|Quwn‘

Credential Mapper Selection

The Following describes which Credential Mapper requests will be he

Authentication bype:

& Add Credential Mapper Plugin ﬂ
" add buit-in Credential Mapper plagin
DCASIRACF/IDBC Credential Mapper j

3

|Test Credential Mapper

DCASRACF]IDEC Credential Mapper
JDBC Yault Credential Mapper
Certificate-based DCASIRACF Credential Mapper

Enter fully qualified class name of custom plugin

ok | Cancel

AuthType Al
AuthType_3270Host
AuthType_5250H0st
AuthType_YTHost

Host: mask:

apper plugin:

ers are configured for this Credential Mapper plugin:

it its value,

Hame

| Yalue | Add,

Remove

Metwork Security Plugin | Credential Mapper Plugins [ Source |



14. When you select “WebSphere Portal Credential Vault Credential Mapper” then you will see
two initialization parameters with the name “SLOT_ID” and “SLOT_TYPE" will appear and they
will be initialized with the values “HATS” and “2” respectively as shown below. Now save your

Web Express Logon file and also the main.hco file.

NOTE: The value of this “SLOT_ID” parameter will be used along with the hostname
(zserveros.dfw.ibm.com) and application name (cicsa), when we will create “VALUT SLOT”

on the Portal Server.

D fEE——

Credential Mapper Plugins

Credential Mapper Plugins

The following Credential Mapper plugins are configured For Web Express Logon:

‘WebSphere Portal Credential Vault Credential Mapper

|Add... ||Remove | | D |

Credential Mapper Selection

The following describes which Credential Mapper requests will be handled by this plugin:
Authentication type:

AukhType_3270H0st
fukhType_5250H0st
AuthType_YTHost

Hast mask:

*

Details

Details of the selected Credential Mapper plugin:

Plugin class: | cann.ibm.ehetwork. security. sso.cms. Credentialvault M

Plugin name: | Weh3phere Portal Credential Yaulk Credential Mapper

Retrieves a passive user-passwaord credential Fram the specified slat of d
Description: | the specified bype J
w

Authar: | IBM Corporation

Initialization

The Fallowing initialization parameters are configured For this Credential Mapper plugin:

Seleck the parameter name to edit its value,

Mame | Yalug | fidd..,
SLOT_ID HATS

SLOT_TYPE 4

Network Security Flugin | Credential Mapper Plugins Source|




15. Now right click on the “SSOPortletPortlet” project and select “main” from “Open HATS Host

Terminal” to open the host terminal.

() SSOPortiet
(SR 2=< O ortletPortiet

----- Project Setting

e HATS

-
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fﬁ Screen Captu
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¥ Source
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i emplate:  Swilisp Global Rules
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16. On the Host Terminal Welcome to IBM screen, click on the “Record a New macro” button to
start a Signon Macro.

main - Host Terminal

Huosk: Terminial | Host Screen Preview ]

4|80 B0 @ OB o e FuLR GB|[EA

Record new macro or insert to the open macro

IEM

1-7700

i PF3

i PF4 ] PFS | PFé: ] Attn ] Mewline

=101

| FFa I FF10 ] FF11 | FF1z | SysReq | MextPad




17. On the “Record Macro” panel, type “SignOn” in the Name field and click Finish.

i Record Macro

Record Macro

The macro will start recording after wou dick Finish.

x|

Project:  |SSOPortietPortlet =

Mame:! | signor|

Locakion: | S30PartletPortletWeb Content WWEE-INF prafilesmacrosSignion, hma

Descripkion: ;I

toptional})

(7) Einish I Cancel




18. On the “Screen Recognition Criteria” window, select the three line text in the white font
color starting with “Welcome to IBM” as screen recognition criteria. Select “At a Specified
Position” radio button on the right hand side and click Finish button.

{§ Define Screen Recognition Criteria

Define the starting screen of the macro

Select the criteria which will be used to identify this screen when the macro is played. Select Mext to add additional criteria,

Screen Mame! | Screenl

[ Total number of figlds: !
™ Mumber of input Fislds: ] 4

r Cursor position:
v Strings:

||

WELCOME TO IBM
Z5ERVERCS

[~ Skring position
§|JELI:I:II-IE TO IBM " Anywhere on the screen
: {* &t a specified position:

Row | 10 Column

" Within a reckangular region:

Highlight Fields: I Input I~ Protected [ Hidden

29

K Mext = l Finish l

Cancel




19. Now your macro is in the recording state as shown on the Title bar. Type “cicsa” in the
selection field and hit “ENTER” key.

4 main - Host Termin:| [Recording...]

Host Terminal i Host Screen Preview
¢ % @ H-5-0
o X

#-% %BB|rocr PSR GR|(@A

b ricsa
‘ f} Mexk Screens

PF1 I PF2 | FF3 I R | PF5 I PF& | Enter

Pal I AEEn | MewiLine I

PF? ! PF& | FFS ! PF10 | PF11 ! PF12 | Clear i Pz 1 SysReq I MextPad !




20. On the “Signon to CICS” screen, your cursor is in the “Userid” field.
Click “Add Prompt Action” button from the toolbar.

¥# main - Host Terminal [Recording...] ) = jl:li‘jfj

Hast Terminal 1Hust Screen Preview ]
¢4 B B0l % 55|22 cn ﬁ“ ALY

FS: Macra Mavigak
_E.:.“: EERREE AN L E@ ¥ Add Prompt Action
= —-#g Signion

£-E3 sereent mon to © APPLID CI

: -0 cicsa[enter]
=l 2 Mext Screens
: ‘ool Screenz
[ acreens

WELCOME TO C

Type your userid and p: Ed; thiedi pEe ENTER:

Beperd o-w o Groupid .
P
Lancuage .

New P pord .

PF1 | PFz J PF3 ] FF4 I FFS ] PF& I Enter J Fal ] Aktn ] MewLine |

PEZ I PFG ] PF2 ] PF10 ! PF11 ] PF1Z ! Clear ] PAZ 1 aysReq ] MextPad I




21. Select “Signon to CICS” text as the “Screen Recognition Criteria” and select “At a
Specified Position” radio button from the right hand side.

{1 Define Screen Recognition Criteria

Define the screen on which the prompt will be used

Adding a text string will help insure that the screen is matched correctly,

Screen MName: JScreen2

[ Total number of fields: ]'-:::
™ Mumber of input fields: ] g
APPLID CIC 1

I Cursor position: Fow | L0 120
v Skrings:

['Signon to CIC5

|

[~ Skring position -
" Anywhere on the screen
% &t a specified position:

Row ] 1 Colurn | 29

" Within a rectangular region:

Highlight fields: [~ Input [~ Protected [ Hidden

7 ] Mext > ] Finish | Cancel




22. On the “Add Prompt Action” panel, type “userid” in the Name field and select “Use Web
Express Logon” radio button and type “cicsa” in the “Application ID:” field.

@& add Prompt Action 7 =]

Marne: | userid

Default walie: |

[ Pas=zword protect inpuk

i~ Positian

Row; I 10
Colurnm: |26

—Handle Macrao Prompt
" Show handler

Handler:

" Sek prompt ko string

Skring: I

£ Set prompt bo global wariable

Global variable: | - I
Advanced,., |

£ 5ek pramph to property From User Lisk

[Izer Prafile: I vI
ser: Listpropertas I "I

" se Wieh Express Logaon

Prormpt byvpe:

Application I I Cicsa

23. On the “Value Prompt”, type “atdemo” and click “OK” button.

x

Enter a walue:

| atdemnl

Lol 4 I Cancel

24. Now press “Tab” key twice to put your cursor in the “password” field. Then again click on
“Add Prompt Action Button” from the toolbar as we did in step # 20.



25 On the “Add Prompt Action” panel, type “password” in the Name field and select “Use Web
Express Logon” radio button and type “cicsa” in the “Application ID:" field.

@ Add Prompt Action =]

Mame: I password

Default walue: |

v Password prokect input

— Paosition

Ronas I 11
Calurnm: |26

—Handle Macra Prompk
" Show handler

Hamdler:

£ Sat prompk bo skring

Skring: I

£ Set prompk ko global wariable

Global variable: I - I
Advanced., |

" Set promptto prapetty from User Lisk

[dser Profiles I 'I
User Listproperky I vI

% se \Web Express Logon

Prompt Evpe:

Application I0; I cicsa

26. On the “Value Prompt”, type “demo4you” and click “OK” button

A

Enter a walue:

I shokkekobokokok

QK I Cancel

27. Now press “ENTER” to navigate on to the next screen.



28. On the next screen, Click on the “Stop Macro” button.

¥4 main - Host Terminal [Recordin . ) =10/ %]

Hast Terminal lHost Screen Preview l
¢ 4| EH-EH-T @ %@ 2 ocr d%SR G Y(H
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= Screenl
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29. On the “Screen Recognition Criteria” screen, select “DFHCE3549 Sign-on is complete
(Language ENU)” as screen recognition criteria. Uncheck “Total number of fields”, “Number of
Input fields”, “Cursor Position” check boxes. Select “At a specified Position” radio button and

click Finish.

E_I Define Screen Recognition Criteria

Define the exit screen of the macro

Select the criteria which will be used o identify this screen when the macro is plaved. Select Mext to add additional criceria,

Screen Mame: ] Screen3

I7 This is & transient screen

Highlight fields: [~ Input [~ protected [ Hidden

[™ Tokal number of fizlds: ,‘_“
[™ humber of input fields: | 7

v Skrings:

| |

[ Skring position
" Anywhere on the screen

+ At a specified position:

Row | 24 Column | 2

" Within a rectangular region:

= Back ‘ Next = ‘ Finish | Cancel }

DFHIZE3549 Sign-on is complete (Language El | & .




30. Click on the “Save Macro” button to save the macro.

{ main - Host Terminal

Hast Terrinal 1 Hust Screen Preview ]
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] Enter

LR

‘ Pl

I Akt

I MewLine

=101 ]

PF7

] PF&

‘ PFS ] FF1D

] PF11

] PF12

] Clear

‘ P&z

] SysReq

] MextPad




31. Type “cesf logoff” and hit ENTER to go back on the Welcome screen to test the Signon
macro.

¥4 main - Host Terminal ] B [m]
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32. Click on the “Play a macro” button and select Signon Macro from the list to check, whether it
I 4|

is working correctly or not.

‘f main - Host Terminal
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33. Now double click on the “main” under the “Connection” folder and select the “Macros” tab.
select the “SignOn” macro as a “Connect macro” from the dropdown and save the file.
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fES: HATS Projects &3 \I‘:Javigatnr‘ =0

550Portlet Settings m =0

B S50Portlet
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Praject Seftings
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- nain {default)
@ Screen Cuskomizations
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ﬂ Screen Captures
[.]"@ Macros

B9 Web Cantent
ﬁ Source

Macros

Specify this connection's macro settings,

| »

Connect macro: Discanneck macro:

|(nnne) j Refie

hiese options bo be avalable)
(% Use first exit screen of the connect macro

1 Use a specific screen of the connect macro!

{ Use different sereen recognition criteria based on a previoushy captured screen: I

When a screen from a connect macro is not specified, the checkin screen must be defined expliith
The selected screen capture will be used as an aid to help vou define those criteria, The screen ca
Funtime,

Recognition criteria for checkin screen:

[T Total number of fields: | [T optional [T Invert | Refresh _lj
3

d
(Oweeriiew ‘ Basic | fdvanced | Printing | 5creen Handing | Security ‘ Pnulirm’llacrusl Lser List ‘ Source ‘




34. Right Click on the “SSOPortletPortlet” project and select “Export Project” to create the .war
file of the project.

Mavigataor = Eq SSOF‘DrtI

-] s50Partlet

v Overyit
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35. On the “Export” panel, click on the “Browse” button and give the path where you want to
create your “war file”.

..
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8- 8 web Content ™ Export source files I
: ; B
ﬂ i [V Cwerwrite existing File
it
saveas 2lx|
Save i Iﬁ'w'ar File j Q |? £ [ ot
}
My R
Diacum
Firish I Cancel | &

FoOETvErs
My Documents I Skate

oo B
o

ki I:ZI:-nrnpl.Jter

File name: EiEi OPartletPortlet j Save I

Save ag lype: I“,war j Caricel |
A |
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36. Your “Export” window should look like this. Click “Finish” button.

@epot X
WAR Export
Export \Web project to the local file system,

Wb module: | S30PortletPaorklet

Destination: ] CuhWhar File\SS0PortletPortlet war

| Export source files

V¥ Cwvervirite existing File

Einish | Cancel

|_'. ;J 1

37. Now open the command prompt and start your WebSphere Portal Server in the following
way:

S WINDOWS system 32 cmd.exe

Microsoft Windows [Uersion 5.2.37981
C(C» Copyright 1985-2883 Microsoft Corp.

C:xDocuments and SettingssAdminisztratoricd-
GCisrod ibm

C:~IBM>cd AppServer

C:xIBM~AppServer>cd hin
C:x»IBM~AppServershinrstartServer WehSphere Portal




38. After starting WebSphere Portal Server, Open the browser and type the following URL.
http://localhost:10038/wps/myportal

a IBM WebSphere Portal - Microsoft Internet Explorer

Fle Edt Wew Favorites Tools  Help
Qback ~ &)+ [« 2] | - Search - Favorites 4 | 3 ta B

Address I@ http:flocalhost: 10038 )wps portali 1ok pic0/04_SBaKSxLLMIMSSzPyExBz9CP00s3g_FENCMxMPQOMLM] dDAYMzDxMnnzBPA39_Ll_2ChEdFAMMSLZE!

Uzer IO

—

Password:

e

Mot registered? Signup




39. Your browser will open the following page. Click on the “Administration” link at the bottom.

LT kTl T

e
customizable and provide one-chck access to major Quickly rearrange page

areas of the site. drop a portlet to a new
Page Menus Portlet Menus

Use page menus to access all actions that you are Click the menu icon in a
allowed to perform. Just click the menu icon beside access all of the action:

a page fitle, and select an action.

Portlet Palette
People Palette Add a portlet to a page

Quickly find people in the user registry, no matter portlet from the Portlet
where you are on the site.

Search Scopes

Lse search scopes to restrict a search to a
specific area of a site. Use search administration to
define new scopes and links to other search
engines.

about WebSphere Portal

IBM WebSphere Portal 6.0
Build Level: wpe00_244 Z00&6-07-12 17:02

Licensed Materials - Property of IBM

ST24-ETE, STZ4-E7TT, S655-M44
(21 Copyright IBM Caorp. 2001, 20068 All Rights Reserved.

Welcome to the portal, admin

ﬁj Home F Administration |5 Documents -':-"I- Messaging () Site Map
i




40. Now click on the “Web Modules”.

wrue 5 v
| YWiiehSphere Portal

= Portal User Interface
Manage Pages

eErmes an ins ',r""_
- = /4  \Welcome to

=l Portlet Management

l wrebh PModule=s I Manage_ Create

Applications
Portlets

web Services
web Clipping

= Access " Fortal User Interface
Usars and Groups - i Create and manage the page hierar

and feel of the site,
Fesource Permissions

Uzer and SGroup Permissions
Credential wWault
Resource Policies E < Fortlet Management
= Partal Settings £ - hlanage the portlets that make up tk
Global Settings
LURL Mapping
Custorm Unigue Mames ﬁ Arccess
Supported Markups &) Caontral vuho has access to the site.
Suppotrted Clients
Irmport ¥ML

= Portal Content .

. Portal Settings

Docurnent Libraries o hanage site settings.
Web Content Libraries

Sundicators

Subs=scribars

[ PR PP e BT Y i LIS i PR PR T EPIS SRS, I CEe s

41. On the “Manage Web Modules” page, click on the “Install” button.

Websphere Partal

YWielzome

= Poral User Interface Manage Web Modules

Manage Pages

Search |:|',l:| File name starts with ;I Search [Chack

[ Search

Thernas and Skins

= Fortlet Managerment

Status

O T Web modules Click Install toinstall 2 Web module, Select a Web module to view its portlet applications ai
et Web randuls feorm vour partal ar click Azzign Access to allow others to work with the Web module,
Applications
| Install | Consume
Portlets
Wweb Services
web Clipping "Name
= Access There are no entries to dizplay,

Uzers and Groups

Resource Permissions

User and Group Perrnissions
Credential Wault

Fesource Policies



42. Now click on the “Browse” button to specify the path of the WAR file and then click Next
button.

WebSphere Fortal

Welcame
= Poral User Interface KManage Web Modules

Manage Pages

Themes and Skins Installing a Web module, Step 1: Select WAR file.

= Portlet Management
chick the Browse button to zpecify the location of the WAR file to

the Web module page,

Applications
Crirectary:

Portlets
I Browse... I

Wab Services

Web Clipping i: Mext Il Cancel J
= Access :

Uszers and Sroups

Resource Permissions

Uszer and Group Permissions

Craedential Vault

Rezmirra Paliries

43. Click on the “Finish” button to deploy the WAR file.

Websphere Portal

YWealcome
2 Partal User Interface Manage Web Modules

Manage Pages

Themes and Skins

3 Paortlet Managemem Installing a Web module, Step 2: Yiew WAR file contents,

. QThe selected WAR file contants are displaved below, Select the Finizh button to install the WAR file or the
Applications module page.

Portlets
Web Services Portlet applications Partlets
Wweb Clippi PR TR i
SLc=IBRINgG SSoPortletPortlet Application §30PartletPartlet Partlet
o Access

Users and Groups

Resource Parmissions : Finish ||| P I

User and Group Permissions

Credential Vault

Resource Policies



44. When your application WAR file will be installed, it will give the message of successful
installation as shown below:

WehSphera Portal

YWealcome
= Portal User Inteface Manage Web Modules

Manage Pages

Thernes and Skinz :
. EIPAQ1332L Web module was successfully installed,

= Portlet Management
Search b-,-:l File name starts with ;I Search: 'Che-:k |E

Applications

Portlats

VWeb modules Click Install to install 3 Web module, Select a Web module to view its portlet applications ant

Web Sarvi
bl Web rmodule fram your portal or click Azzign Access to allow others to work with the Web module,

Web Clipping
| Install ! Conzume
= Access = ——— ———
Users and Groups [
Resource Permissions Mame Status

User and Group Perrnissions SEOPortletPartlatwar
Credential Vault [

Fezource Policies

= Portal Settings
Global Settings
URL Mapping
Cuztorn Unique Mames
Supported Markups
Supported Clients
Import BML



45. Now click on the “Manage Pages” link from the left navigation and then click on “Content
Root” link.

YehSphere Portal

Wyelcome

= Pesta e tebady Manage Fages

Ql_lse the controls below to work with wour pages. Browse or search for pages to wark with, Click Hew
and deactivate pages, re-order, edit properties and layout, move, export, assign permizssions and dele

= Puortlet Managerment Saarch bn,-:ITitle starts with ;I Search | | |_Sean:|| |
web Modules

Thermes and Skinz

Applications
FE Select Page

Portlets
Wweb Services My pages Add, Edit, Delete, and Reorder pages
web Clipping
= Access .
Uzers and Groups Titl Unique name
Rezource Permizssions ElContent Eoot WRpS.COntentroot

User and Sroup Permissions
Credential Wault
Resource Policies

= Portal Settings
Glebal Settings
URL Mapping
Custormn Unigue Mames
Supported Markups
Supported Clients
Import BML

= Portal Content

46. Then click on the “Home” link.

WebSphare Portal -

Welcome

= Portal User Interface Manage Fages

QUse the cantrols below to wark with your pages, Browse or search for pages to work with, Click Mew to create new page
and deactivate pages, re-order, edit properties and layout, move, export, assign permissions and delete pages, For more i

= Portlet Management sesrch by Tiesror i B sewechi [ | [wseamh]
Wweb Modules
Applications
FPortlets

Thermes and Skins

Select Page p Content Root

Weab Servicas

Pages in Content Root Add, Edit, Delete, and Reorder pages
Wweb Clipping

H(- Maw Dage_| |-*' Maw Lali_e_l_

= Access
e 1of4 >
Users and Sroups | ek EI E
Resource Permissions e Unique name Status
User and Sroup Permissions E=lHome ibm.portal Home Active
Credantial Vault | A dministration ibm.portal.Administration Active
Resource Policies I
. ; CElMews ibm.portal. Hews dictive v
= Portal Settings | (] v
Global Settings . Dpersonalization Picker ibr.portal.Parsonalization.Picker Active EI E
URL Mapping D ocuments ibm.portal.Documents Active EI E
GustoroikiniqaesNarns = DG"OUES Yiswer ibrnpartal Groups.\diswer Active EI E

Supported Markups
supparted Cliants DDEUEle Einder ibm.portal.People.Finder Active EI E

Import <ML D Ferson Tag ibm.portal.Person.Tag Active IB E
= Portal Content DDirector SRErEr ibm.partal.Directary. Search Active IEI E
Daocurnent Libraries I - S
i i ibra.partal PalicyEditarCPP Active
e b bt niiE rar . DResource Folicy Editor [ Y Active IZI E
Sundicators Page 1 of 4 EI E

Subscribers




47. On the “Manage Pages” panel, click on the “New Page” tab.

@W‘PUE

| WebSphere Portal

YWelcome
= Portal User Interface

i1

Themés aru:.| Skins

= Portlet Management
Wweb Modules
Applications
Paortlets
Web Services
Wweb Clipping

= Access
Uzers and Groups
Resource Permissions
Uzer and Group Permizssians
Credential Wault
Resource Policies

= Paortal Settings
Global Settings
URL Mapping
Custorm Unigue Mames
Supported Markups
Supported Clients
Import WML

= Paortal Content

Docurnent Libraries

KManage Pages

QUSE the controls below to wark with your pages, Browse or search for pages to
and deactivate pages, re-arder, edit properties and layout, move, expart, assign p

Saarch bg:ITitle starts with

Select Page

;I Search: |

| Search

Content Root  Home

Pages in Home Add, Edit, Delets, and Reorder pages

'*— MHew Page

|—*: Mew Label | |—*— Meaw LIREL

Title

D Welcame

D Getting Started

[ PortelcMPTest

Unique nare
ibm.portallHome Welcon

ibm.portal.Getting Starte

&_A43TREGLIOCOQTIOZ



48. On the “Page Properties” page, type the name “PortletTest” in the “Title” field.

Expand the “Type of Page” and select the first radio button for the Portlet to display as shown
below and click on OK button.

Page Properties

MNewr page: Home

QUSE the controls below to work with your pages to specify vour page proper

Title:

|PortelTest |

Therme:

I 1 wantta make thiz page ry private page

|El—_] Page Propertes

=] Type of Page

“ FEFE

This page supports [at least one must be selectedl:

| [T XTI IS Y T I Y TR

[+] Page Cache Options




49. Your Page will appear in the “Manage Pages” page. Click on the “Edit Layout” button with
the “Pencil” image in front of your Portlet page as shown below:

WebSphera Portal

Welcome

Portal User Interface

Thernes and Skins

Portlet Management
Web Modules
Applications
Fortlets
Web Services
Web Clipping

Access
Uszers and Sroups
Resource Permissions
User and Group Permizzions
Cradential Wault

Resource Policies

Portal Settings
Global Settings
URL Mapping
Custorn Unique Mames

Supported Markups

T, e el HE

Manage Pages

QUse the contrals belaw to work with your pages, Browsze or zearch for pages to work with, Click Mew to

create new pages, labels and urls, Activate and deactivate pages, re-order, edit properties and layout,
fove, expart, assign permizzions and delete pages, For maore information, click Help,

Search by| Title starts with =] search: ._

Select Page b Content Root  Home

Pages in Home Add, Edit, Delete, and Reorder pages

| Title

D Welcame

Unigue narne

ibrm.portal. Home Welcome

D Getting Started ibrn.portal. Getting Started

[ EortelcMPTest 6_A43TRKG100QT10213D94LK30G0

D PartelTast

&_A43TRKGLIOSSPDOZIPITZ112007

Page 1 of 1

Status

e YEZEEED
seive (] [v] (B) (2] &) (@ (2 (@)
A NCEIEEEE]D
el BAEDIE

Page 1 of 1




50. On the “Edit Layout” panel, click on the “Add portlets” button

Content

Edit Layout

Q Edit Layout allows vou to add and arrange portlets, columins and rows, ¥ou can alse remove por
occur as you make them,

Page title: PortelTest

M M 38 H B

4+ Add portlets

51. On the next window, type initial letters of your WAR file for e.g. SSO in the Search input field
and click on Search button. It will bring up your WAR file and then select your WAR file and click
on the “OK” button.

Edit Layout
Search I:.-,I:ITitle starts with _v| Search: |550 | | Search |
"
Page 1 of 1 |
Crezcription Unigque namei

Page 1 of 1 ‘




52. Click on the DONE button.

ﬁ EIPAEDL115I: Mew partlets are added successfully,

Q Edit Layout allows vouto add and arrange portlets, colum
occur as ywou make therm.

Page title: PortelTest

] b 0 B EE

SSoPartletPortlet Partlet

4+ add portlets |

53. Now click on the “Credential Vault” link from the left navigation. You will see the following 4
options on the page under the Credential Vault heading.
Click on the “Add a vault slot” option.

‘ WehSphere Portal

Welcome

= Portal User Intedace Credential Yault

Manage Pages

Thernes and Skins

2 Partlet Management E] Add a vault segrnent  create 3 partition in 2 vault to store credentials

Web Madules m Manage vault segrients  view or delete a vault segment

Applications

Portlets m Add 2 vault slot  create a slotin a vault segrment, for storing credentials

Wab Services

Web Clipping m Manage systern vault slots  view ar delete 2 systern vault zlat, or change the cradential for systern
H Access

Users and Groups
Reszource Permissions

Uszar and Group Perrnizsions

Resource Policies

= Partal Settings
Global Settings
URL Mapping



54. On the “Credential Vault” panel, type “"HATS zserveros.dfw.ibm.com cicsa” in the “Name”
field.

HATS is the name of SLOT ID which we saw in Step # 14.

zserveros.dfw.ibm.com is the hostname.

cicsa is the Application ID.

Enable checkbox “Vault slot is shared” and type “atdemo” in userid field and “demo4you” in
shared password and confirm password fields.

Select the new radio button and type HATS in the field
Select Yault

Wault:
default-releaged

Create a vault slot

.Harne: | Vault rezource associated with vault zlot:
|HATS zzerveros,dfw.ibm.com ci E o

=10 =T L T=d ?EHIStII‘lg: I]
IDefaultAdminSegmentd mnew: IHAT5| |

[ |
H_F_.Fufault zlot iz shared:

Shared userid: atdemo |

Shared password: i_"nnn |

Canfirrn password: !uuuu |

Dezcriptian:

| ]
Set locale-specific descriptions

(0] 4 Cancel |




55. Now click on the “Home” link at the bottom.

LT kTl T

e
customizable and provide one-chck access to major Quickly rearrange page

areas of the site. drop a portlet to a new
Page Menus Portlet Menus

Use page menus to access all actions that you are Click the menu icon in a
allowed to perform. Just click the menu icon beside access all of the action:

a page fitle, and select an action.

Fortlet Palette

People Palette Add a portlet to a page

Quickly find people in the user registry, no matter portlet from the Portlet
where you are on the site.

Search Scopes

Lse search scopes to restrict a search to a
specific area of a site. Use search administration to
define new scopes and links to other search
engines.
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56. On the “Home” page, you will find a tab, just beside the WebSphere Portal tab
as shown below in the blank red rectangle, with the name of your portlet page i.e. PortelTest
which we have given during deployment process in step # 48.

WebZphare FPartal

YWelcome
= Poral User Interface Manage YWeb Modules

Manage Pages

i| File name starts with = v lm'
Thernes and Skins Search by I _I Search: |Check [

= Portlet Management

Web modules Click Install toinstall 2 Web module, Select a Web module to view itz portlet applicationz a

S Web module from your portal or click Azsign Access to allow others to wark with the Web module,
Applications

gl Inztall || Cansume

Web Services

Web Clipping "Name Statuz
= Access There are no entries to display, B

Users and Groups

Resource Permissions

Uzer and Group Permissions
Credential Vault

Resource Policies

57. Then click on your Portlet page and it will directly take you on the “Sign On complete” screen
as shown below.

DFHCE3549 Sign-on iz complete (Language ENT).
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